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0 Whatis ‘EMC’ and Why We Care About It

0 Characteristics and Measurement of
Electrical Noise

1 Noise Path Control
0 Signal Integrity

0 Design for EMC
0 Circuit Design for EMC
0 PCB Design for EMC

1 Real-Life EMC ‘uh-ohs’!
0 EMC Guideline Summary




e Class Objectives

MASTERs 2017

When you walk out of this class you will....

o Have an Appreciation of What EMC Means
and Why it Matters
0 Understand How to Approach

0 Design for EMC
0 Solving existing EMC issues

1 Be Able to Apply System and PCB DeS|gn
Techniques for EMC

1 Know Where to Look for Additional
Information and Guidance




e Agenda
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0 Whatis ‘EMC’ and Why We Care About It
[

[
[
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O
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[
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e D Overview of EMC

MASTERs 2017

0 EMC- Electromagnetic Compatibility

o Capability of an electronic system to function
compatibly with other electronic systems and
not produce or be susceptible to interference

0 A system is electromagnetically compatible
If:
0 It does not cause interference with other
systems

0 It is not susceptible to emissions from other
systems

0 It does not cause interference with itself




. Cost of Addressing EMC
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Cost of Addressing EMC Issues

Concept Design Layout Prototype Testing Production
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e EMI Propagation Modes

MASTERs 2017

Coupling Path>

1. Conducted

2. Radiated

3. Conducted/radiated (antenna effect)
4. Radiated/conducted (receiver effect)
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e Common EMC Standards
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1 Conducted emission

o IEC 61000-3-2/3, EN55022: line power disturbance
n FCC Part 15

1 Radiated emission
1 |IEC 61000-4-3
1 CISPR-11
1 FCC Part 15

0 Conducted susceptibility

o0 IEC 61000-4-4: EFT (electrical fast transients)
o IEC 61000-4-5: lightning

0 Further information available at:

http://en.wikipedia.org/wiki/List of EMC directives
http://www.hottconsultants.com/requlations.html
http://www.cvel.clemson.edu/auto/auto_emc_standards.html
http://www.cvel.clemson.edu/emc/tutorials/commercial emc standards.html

O o o O
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Mu:g;\:mp E S D

MASTERs 2017

e ESD - Electrostatic Discharge
e Rapid transfer of static charge between 2 objects as
the result of object contact or dielectric breakdown

ESD
I
v v
Device Level System Level
IEC 61000- 4- 2

Human Body Model (HBM)
JESD22-A114B

Machine Model (MM)*

JESD22-A115A Note: Studies have shown that device level ESD

is not a predictor of system level ESD

Charged-device Model (CDM) Reference: EOS/ESD Association, Inc.
JESD22-C101E https://www.esda.org/about-esd/white-papers

Note: For ESD effects on integrated circuits refer to Application Note
AN1785 — ESD and EOS, Causes, Differences and Prevention
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e The ESD Threat
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0 Common Static Voltages

Static Voltage as a function of 20% RH kV 80% RH kV
Relative Humidity (RH)

Walking across a vinyl floor 12 0.25
Walking across a synthetic carpet 35 1.5
Picking up a polyethylene bag 20 0.6
Sliding a styrene box on carpet 18 1.5
Removing mylar tape from a PC board 12 1.5
Triggering a vaccum solder remover 8 1.0

Aerosol circuit freeze spray 15 5.0

21112 SIG1
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woow  Don’t Worry, It’s Just ESD!
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Shown by kind permission of Mehdi Sadaghdar
http://www.electroboom.com

Video
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0 What is ‘EMC’ and Why We Care About It

o Characteristics, Quantification and
Radiation Modes of Electrical Noise

o0 Noise Path Control
n Signal Integrity

0 Design for EMC
o Circuit Design for EMC
n PCB Design for EMC

n Real-Life EMC ‘uh-ohs’!
o EMC Guideline Summary (reference)




csoene Electromagnetic Spectrum

MASTERs 2017

Vv = f A ;where v is the speed of light in air (3 x 108 m/s)

Wavelength Frequency

A (m) f (Hz) Application and Classification
(mm) 1073
EHF (30-300 GHz) Radar
SHF (3-30 GHz) Radar, satellite communication
. 9
Wi-Fi (m) 1' 10°(GHz)  UHF (300-3000 MHz) Radar, TV, wi-fi, navigation
FM radio = VHF (30-300 MHz) TV, FM, police, mobile radio, air traffic cntl

HF (3-30 MHz) Facsimile, SW radio, citizen’s band

(km) 10° 10° (MHz) MF (300-3000 kHz) AM, maritime radio, direction finding
LF (30-300 kHz) Navigation, radio beacon
VLF (3-30 kHz) Navigation, sonar

T 10°(kHz)  ULF (300-3000 Hz)

SLF (30-300 Hz)
ELF (3-30 Hz)

1 (Hz)
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e Electromagnetic wave

MASTERs 2017

1 Magnetic field:

0 Produced by charge in motion (= Current)
or a magnetic dipole

1 Electric field:

0 Produced by potential differences
between points (= Voltage)

/——a Direction of
Propagation




e Electromagnetic wave (2)

MASTERs 2017

A ——]

1 E and H are related:
E

H For a Propagating Wave

= In the Far Field
ZW

Z , is the wave impedance of free space = 377 Q)
(often approximated to 120 & Q)
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e Field Impedance
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A
NEAR FIELD FAR FIELD
ok E o 1/R3; H o 1/R2
c
Q
(&)
25 Z =EH=377Q
‘;"8 Ea1/R;Ha 1R
(o]
E
3. 2
50 Ha1/R3 Ea1/R
>
0.1 1 Distance from Source

(normalized to A/27)
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e The Physics of EMC
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o0 The field regions

0 The region with a maximum distance of
A2 is called the reactive near field

1 The region between A/21r and 2D?/A is
the radiating near field

1 Everything in a distance of more than
2D?/\ belongs to the far field




=

MICROCHIP

MASTERs 2017
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Near or Far Field?

Transition point is at \./2n

The higher the frequency, the closer the
transition point is to the source

Forf =24 GHz:

0 A =12.5cm (free space c=3x108 m/s)
o Transition point = )/21 = 2 cm (approx.)

For f, =900 MHz:
L = 33 cm (free space c=3x108 m/s)
Transition point = )./2t = 5 cm (approx.)
For f, =100 MHz:
L =3 m (free space c=3x108 m/s)
Transition point = )./21 = 47cm (approx.)

21112 SIG1
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S Expressing Voltage/Current in

MICROCHIP

Decibels

o Values of voltage (or current) may be
expressed in dB referenced to a unity value

dBV =20log(V) -------- reference 1V
dBuV = 20log(uV) -------- reference 1 uV

o0 For example, a harmonic of 100 uV amplitude
expressed in both dBV and dBuV:

40 dBuV
-80 dBV

20log(100)
or 20log(100x10-%)

Note: n dBV = (n + 120) dBuV
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N Effect of Rise/Fall Time

MICROCHIP

MASTERs 2017 I n C re as e

dB

. ‘|||~.
=

Waveform Frequency Spectrum

o/ -l

W
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- The Fourier Envelope

MASTERs 2017

o A graphical approximation of the peak

harmonic content of a (conducted) periodic
signal

0 Quickly constructed for signals defined by:
- Amplitude
- Duty cycle
- Period
- Rise/fall time (use fastest edge)

0 Useful to predict potential EMC problems
without the need to calculate individual
harmonics

0 Plot key points on log-log paper




wews  Fourier Envelope Example
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t=5ns — |
: t=2.5ns —
1 f1 =1/=P J P=20ns
2010g2AP/T = 9.5 XS ) ,
S e, T=40ns
o % f2=1/nt, _
= N\ f2=1/zt, ~Where:
T ‘Eo_ L A = amplitude
= 2 t. = rise(fall) time
3 % T = period
< 2\ P = pulse width
% \©
o
© >
16 63 127

Frequency (MHz)
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<. Signal Bandwidth
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0 The Fourier Envelope ‘knee point’ is defined

f,=1/nt. Hz

representing:

0 The effective bandwidth of a signal above which
harmonics tail off rapidly

0 A reasonable upper limit for immunity, above
which the device will likely not respond (this
assumes that the signal represents the maximum
operating frequency of the generating device)

o0 This also applies to transient signals (e.g. ESD)

o Consequently a 1 ns ESD pulse is considered to
have a 316 MHz bandwidth

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1



Mlcg\cmp Ag en d d
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0 What is ‘EMC’ and Why We Care About It

o Characteristics, Quantification and
Radiation Modes of Electrical Noise

o0 Noise Path Control

n Signal Integrity

0 Design for EMC
o Circuit Design for EMC
n PCB Design for EMC

n Real-Life EMC ‘uh-ohs’!
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e Radiation Modes

MASTERs 2017

L Differential mode
(loop antenna, far field)

] _j— - , .
MCU A Field strength o Al _f° / distance

Due to square term,
Increases at 40 dB/decade

/

| Common mode
(rod antenna, far field)

ov / —a } Yer Field strength o | fL/distance
] i

Increases at 20 dB/decade

1/0O cable

Slide 26
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S Radiation Efficiency:
RsToRs 207 Differential Mode

Fourier Envelope added to +40 dB/decade slope

Radiated
emissions
(dBuV)

/ Fourier Envelope

- 20 dB/decade A 4 s 20 dB/decade
/
v g ", ,——- 40 dB/decade
/ :
| | kX >
I I .
f1 f2 = 1/nt, Log freq (Hz)
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. Radiation Efficiency: Common
MASTERs 2017 M O d e

Fourier Envelope added to +20 dB/decade slope

Radiated ..
emissions | ™.,
(dBuV)
/Fourier Envelope
“"»J

- 20 dB/decade —* ",

»— =20 dB/decade

" 40 dB/decade

1 f2 = 1/nt, Log freq (Hz)
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e D Noise Path Control

MASTERs 2017

0 Decoupling
n Effect of imperfect passive devices
n Parallel decoupling
0 Use of ferrite & inductors

[
[
[
[




. Decoupling of a Vdd Pin

MASTERs 2017

vad A T Reas

h chb .
ch W 2" R, | Meudie

Vss AN T NNY Locs |
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e Series Resonance

MASTERs 2017

o At frequencies above f,, the capacitor
becomes inductive (and ineffective)

Zin_series

1000 —lZ(1.1)
Sres
100
5
§§ 10
©
2 S
< .gh .
Capacitive tive
1
N
.001 .01 1 f 1 10

Slide 32
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N
merocie — Unwanted Parallel Resonance

LPCB Lcap Cl
N g

C, > C
! P LPCB Lcap C, ul
PIC12
S Y Mg .0 0 Wi g o W N e
Q®” 8 | vss
Place C, closest Gﬁ[}
to Vdd pin
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e Series and Parallel Resonance

MASTERs 2017

Zin_parallel
1000 —ay
Pres
- 100
e,
©
>
C
)
<
()
>
s 10
[O)
12
1
A
.001 .01 A 1 10
Frequency (GHz)
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e Bypass Capacitor Types

MASTERs 2017

0 Filters Noise at High Frequency:
n Ceramic — Small case size, inexpensive,
o Fair stability, low inductance

n X7R [/ X5R — cost effective ‘%Q

0 Acts as a Charge Reservoir for
Slower 8urrentgﬁemand c
o Tantalum Electrolytic — Small size,

large values, e” o
P

medium inductance b &

1 Hi-K ceramic — Small size, medium values,
low inductance, voltage dependent

0 Aluminum Electrolytic less preferable due
to high self inductance

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1




e Choosing a Capacitor Type

MASTERs 2017

Type Max Useable Freqg
Aluminum electrolytic 1 -> 250 kHz
Tantalum electrolytic 1 kHz -> 1 MHz

Hi-K ceramic (surface mount) 100 kHz -> 100 MHz
Polyester film (leaded) 1->100 MHz
Low-loss ceramic 1->10 GHz

0 Choose a capacitor type to cope with the highest expected in-band
harmonics

0 Remember, lead and trace inductance can lower self-resonance
point and significantly reduce overall frequency response!

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1



N Ceramic Capacitors:

MICROCHIP

Beware Voltage Effects

o Class 2/3 ceramic caps can have
significant applied voltage bias
coefficients in addition to temperature
coefficients

0 Actual capacitance can be 50% lower than
rated (nominal) value at higher bias!

1 Dissipation factor (inverse of Q) also
iIncreases with applied voltage

o0 Higher the volumetric efficiency (dielectric
K), the more pronounced the effect

0 Select caps with operating temperature,
frequency and voltage ranges in mind (not
just cost)




N Decoupling Power with

MICROCHIP

Low Pass Filter

PIC12F509T-E/

VDD

VSS

Slide 38




e D Inductor vs. Ferrite Bead

Consistent phase angle
but self-resonant

MASTERs 2017
10000
= Ferrite Bead
= Inductor
1000
Inductor-like
c at lower freq.
jel
©
>
[
Q
< 100
(O]
=
©
©
o Resistor-like
at higher freq.
10
Assumes ferrite is
not saturated!
1
.001 .01 A 1
Frequency (GHz)

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1
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N Decoupling Signals with

MICROCHIP

wmar A Feedthrough Capacitor

0 Feedthroug'h capacitors create an efficient
low-pass filter for signals

n Effectively zero RF return inductance

0 Improved insertion loss characteristics (compared to
a leaded cap of same value)

1 Commonly found in low-EMI system/PCB connectors

Feedthrough Capacitor Example Equivalent Circuit

Shield (RF return) O 00 — 00 O

Signal

k
i
. 4
L

-

L

r
sy
r

Dielectric Ground terminal 7777—

RF return

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1



e D Noise Path Control

MASTERs 2017

[]

How E-M shields work (or not!)
Effect of apertures
E-M field coupling

[
[
[
0 Shielding
[
[
[
1 Shield connection guidelines




wowe  Shielding Effectiveness (SE)

MASTERs 2017

SEdB = (R+A)dB

Reflection Loss
Absorption Loss

Incident Wave

&0
Reflected Wave \2&\66\0
< - O
o~ Only Applicable
— > whent <39
thickness, t (skin depth)

Slide 42
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Absorption loss

t — . .
A . = t = shield thickness
[qp =20-1g €3 &= skin depth
The skin depth is: 5= 1 f = frequency in Hz
- m u = permeability in H/m

o = conductivity in S/m

For example copper: Frequency f Skin depth Absorption loss
for 35um shield
50 Hz 9.3 mm 0.03 dB
10 kHz 0.66 mm 0.46 dB
100 kHz 0.21 mm 1.45dB
1 MHz 66 pm 4.6 dB
10 MHz 21 pm 14.5dB
100 MHz 6.6 pm 46.1 dB




wewe  Practical Skin Depth Example

MASTERs 2017

0 High current power bus bars

0 Only the first few cm are made from
copper or aluminum

Aluminum or hollow
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Reflection loss: Radiator in the far field

Plane wave at normal incidence to a plane shield:

( - )
0,y =
Ocopper




Wave Impedance

Shielding: The field impedance

Near field region Far field region

A

Zy = —=377Q

2
g
~

$
~
N
=
¢
-
QU

E
H

o
>

A Distance d from radiator

www.rfconsult.com =



Reflection loss: Radiator in the near field




e Shielding Summary

MASTERs 2017

1 E-fields and (far field) plane waves are
relatively easy to successfully shield with
thin, hig conductlwty material

http://www.cvel.clemson.edu/emc/calculators/SE Calculator/index.html

o0 Near field H-fields are more difficult to
shield especially at low frequencies. Use
high permeability material

http://www.cvel.clemson.edu/emc/calculators/SE Calculator/nearfieldSE.html

0 Practical shields are invariably imperfect
so actual shielding effectiveness values
attained are always less than those
theoretically derived!
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e Shield Failures

MASTERs 2017

10 There are two primary causes of
shields not coming close to the
predicted shielding efficiency:

0 Leakage at slots (gaps, seams)

For E-M waves, the area of a hole in a shield is of less importance
than its length. Slots act as antennas - even thin slots can leak a lot

of energy if they are long enough

0 Penetration of the shield with a conductor

Any conductor passing through a shield to which it is not terminated
will provide free passage for RF energy past the shield. The “hole”
dimension makes little difference

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1




- Apertures: Slot Antenna

MASTERs 2017

0 Leakage is proportional to L and f
(frequency) such that:

__Linear length, L—

SE = 20log()\/2L) dB
=20 dB for L =2/20 (15 cm @100 MHz)
= 40 dB for L = 1/200 (1.5 cm @100 MHz)

01 Keeping slot length less than A/20 of the
highest frequency you want to shield wili
provide >20 dB SE

o Accounts only for effect on reflection SE

o Real shields will likely be several skin depths thick,
so will also contribute absorption loss

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1



<. Multiple Apertures: Slots

MASTERs 2017

0 Multiple similar, linearly spaced apertures
will reduce SE roughly by the square root
of the number of apertures, n

SEost)y = 20log(n)'? dB

1 But does not apply to same number of
apertures placed on different enclosure
surfaces!

1 Radiation is not all in the same direction




- Multiple Apertures: Holes

MASTERs 2017

o Small holes perturb the shield current much less than
slots do because only the first discontinuity (first

row/column) really affects SE
o First row/column approximately equivalent to one set of multiple,
linearly spaced, apertures
o Current flow relatively unperturbed thereafter

1 An array of holes will therefore leak less than a single
slot of an equivalent total area (e.g., microwave oven)

ALl A
AL
K,‘;;f < L
« f\

Current flow
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MICRQO;:HIP Ape l'tu l'eS :
Circular Waveguides

o0 Extending the shield wall into a hole makes it into a waveguide the
attenuating effect of which (when operated below its cutoff frequency?)
is approximated as:

SE=_16T dB
R

where: T = depth (cm)
R = diameter (cm)
(and T > R)

Radius = 0.25 cm\»
SE= 16x2 =128 dB l Note 1:
0.25 I: f.=1.841c/27R
K ~ 8.8 x 10%9/R

~ 35 GHz

Depth =2 cm

By way of comparison, best screen room will attenuate by 120dB!

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1




MICRQDCHIP Ape rtu l'eS :
Circular Waveguides

o Adding a dielectric material into a waveguide reduces c and
consequently SE:

SE=_16T_ dB
R(e,)""
where: T = depth (cm)
R = radius (cm)
(and T > R)
g, = relative dielectric constant

Radius = 0.25 cm /Nylon shaft (¢, = 3.4)

SE = 16 x 2 =69dB| [t v

0.25 x (3.4)"2 |:

Depth 2cm

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1
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e Apertures:
Rectangular Waveguides

o0 Arectangular hole can also become a waveguide by extending it
through a shield, the attenuating effect of which (when operated
below its cutoff frequency') is approximated as:

SE=_27D dB
L

where: D = depth (cm)
L = length (cm) and height << L
(and D > L)

SE = 27 x 4 =54 dB
2

Note 1:
f.=100c /2L
~1.5 x 1019/

~7.5 GHz

21112 SIG1
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e\ Shielded Cable:

MICROCHIP

Electric Field Coupling

o Can be modeled with capacitances. Assuming a
perfect shield:

o If shield not grounded, Vs = Vn
o If shield grounded, Vs =0

1 Conductor length beyond shield unprotected so
must be minimized

0 Shield ground must have minimum inductance and
remain effective throughout shield length

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1



N Shielded Cable:

MICROCHIP

Magnetic Field Coupling

1 Can be modeled with inductances

o0 Shielding Effectiveness limited by mutual inductance
between shield and center conductor

o Cut-off frequency below which SE minimal is: o.= R./L,
Note: Rs/Ls includes entire current return path Z. Minimize to reduce
o, (i.e., do not terminate shield with a resistor!)

o Atf>5w,, shield and center conductor noise currents (and resultant fields) cancel

o Atf<5aw,, shield Z effectively increases, and more current starts to return via
return plane

[P
e L
V, =2rf I M,, \e\e}/ Shielding
Vv Center X 7 Effectiveness
< Conductor c \\30
!“T‘n— >“ Vo = ISM12(Rles) , /
,"M12 Sh Id 8., _________________________ . 7"4_/'\
oYM e & <"+ | Shielded
Lt R L S
@
: |
< |
O¢ Sm,

Angular Frequency
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S Shielded Cable:

MICROCHIP

MASTERSs 2017 Grounding for LOW Frequency

o For digital f < 5kHz or any audio signal, ground at
one end only to eliminate ground loops
o At low frequencies, grounding at both ends can result in

common mode &source + induced noise) return loop
currents to flow through shield

o Low f skin depth >> shield thickness, so common mode
currents flow on both sides of the shield and therefore
add to source return current at the amplifier

o At frequencies < o, magnetic shielding poor anyway
(i.e., shield Z rises

Grounded amp,
. o ungrounded source
</L§ \ > Ungrounded amp,
. * grounded source

77
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S Shielded Cable:

MICROCHIP

wewr - (Grounding for High Frequency

0 Ground shield at both ends when:
n Shielding a digital signal where f > 5kHz

or
o The shield length exceeds A/20 of the highest frequency of
interest (electrically long cables)

o0 Keep lead lengths short; never use pigtails for high
frequencies!
o Always ensure that shield grounds are noise free

o0 Use a high frequency capacitor to provide a DC block at low
frequencies and break the LF ‘ground loop’

D = 7

Select cap to
keep o.low

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1




csoene Using Twisted Pair

MASTERs 2017

1 Low frequency common mode current effects can be
mitigated using unshielded twisted pair (UTP)

o UTP should only be grounded at one end only to avoid
ground loops

| Grounded amp,
ungrounded source

0 Shield twisted pair (STP):

o0 At low frequencies, separates source and shield (noise)
return paths

o At high frequencies, provides benefits of both UTP and coax
0 Ground based on frequency of interest

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1



Mlcg\cmp Ag e n d a
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o0 What is ‘EMC’ and Why We Care About It

o Characteristics, Quantification and
Radiation Modes of Electrical Noise

o Noise Path Control
0 Signal Integrity

o Design for EMC
o Circuit Design for EMC
n PCB Design for EMC

n Real-Life EMC ‘uh-ohs’!
o EMC Guideline Summary (reference)




e Signal Integrity

MASTERs 2017

0 Transmission Lines
0 Termination Schemes
0 Methods of Crosstalk
0 Mitigating Crosstalk

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1



N What are

MICROCHIP

Transmission Lines?

1 Two conductors that have some quantifiable length.

Signal Path

Return Path
<€ Length = L >

1 Return Path commonly referred to as ground.
Technically correct, but can also be a power plane.

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1



N Lossless Transmission Line

MICROCHIP

wemzg  Gharacteristic Impedance

i(t series loop inductance

signal path (_)> P
v(t it

L L L L




Transmission line examples

£+ L

Twin lead Microstrip Coplanar

% : +
i
Coaxial Stripline Grounded coplanar

www.rfconsult.com ==



Reflection at discontinuities

Zo | £.
Vv

— incident

= ! accepted
L A

Vv

— reflected

E _ \Lreflected _ ;L - Zo

\iincident ;L + ZO

C=|[-e'r,

[=p

www.rfconsult.com ==



e Multiple Reflections

MASTERs 2017

RX

>

>

| XH“
/

C

1 Propagation time (t,,,) dependent on
transmission line and material types:

Microstrip in FR4: ~160 ps/in
Stripline in FR4: ~180 ps/in
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e Multiple Reflections: Example

MASTERs 2017

- 2o "
T
L
1V ) TL
ov r— Z=25Q Z=500
2 —
Fsource — 5 50 — —033 Freceiver — 1
75
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S Multiple Reflections: Bounce

MICROCHIP

MASTERs 2017 D i a g ra m

['=-0.33 I'=1

v 1V * (50/75) = 0.66 V L—

oV —
0.66 V 0.66V+0.66V=132V

-0.33*0.66 V=-0.22 V

-0.22V 1.32V-0.22V-0.22V=0.88V

-0.33*-0.22V =0.07 V

0.07V 0.88V+0.07V-0.07V=1.02V

-0.33 * 0.07V = -0.02 V

1.02V -0.02V -0.02V=0.98V
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N Terminating

MICROCHIP

Transmission Lines

0 Necessary when transmission line propagation time
is greater than 20% of the rise/fall time.

0 There are four fundamental methods of
matching/terminating transmission lines
0 Source series
o Parallel far-end
o0 Thevenin far-end
0 RC far-end

n  Of these, source series termination is generally the
most appropriate for MCU based applications
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e D Source Series Termination

MASTERs 2017

1 Match impedance of driver plus series

resistance to characteristic impedance of
transmission line.

U1.33

R1 TL1 H2.33
"4
45 0 ohms 51.0 ohms
0581092 Spabrat 0581092
4.000 in =
MLBCLK Shckip MLBCLK
Net002 Net001 Net001

Rp iver T+ Rseries = Z07y

RU1 + Rl — ZOTLI
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M Source Series Termination

MICROCHIP

MASTERs 2017 Wavefo rm s

R1 =10 —100(Q

35| g - 4-25 V r i r =
| [ (R1=10 Q)

e (ff fj

;;: 3.3V

~ f=25MHz % _____ h g -

.m{ L] A‘f”’ 1.()\l

“ R®Ri=109)

¥ ECC .
SRED BB BRI R B0
L Lo L L Loy Lo o Loy Ly Lo

>

WVoltage (V)

33V

Veltage (V)
O I N TR P O P T S
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M Source Series Termination

MICROCHIP

MASTERs 2017 GUidelineS

0 Benefits
o0 Only one component required
0 Easy to figure out resistor value
n  Power consumption is low

1 Drawbacks
1 Increases rise and fall times

0 Full reflection at receiver (may lead to radiated
emissions problems).
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S Crosstalk:

MICROCHIP -
T'wo Lines Model
HI& R1 TL1 U2.33
v I

Aggressor T %>

- 45.0 ohms 2364Dgglﬁ el L

Hlét%glz"( Stackup H:t%%%"

Net001

U3.34 U4.34

. - R2 TL2
Victim ;
45.0 ohms 50.6 ochms

(d rive n I OW) 0s81092 i%‘dg%ﬁ = 0581092

MLESIG/MLESO/SR1 MLESIG/MLBSOL:
Net003 pocLp Net004

W = width of trace

MB_L2

_ Note: W = 8 mils for all examples
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el Crosstalk:
weezt Two Lines Simulation Result

o0 Spacing = 1W (Width)
1 1 r

Aqgressor Signal

Hj | S =
375 mV p-p Victim Near-End
=T L A — ik

Victim Far-End
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MICH®IZI;HIP C I'OSSta| k :
w2 Two Lines Effect of Spacing
PCB Cross-section

o Spacing = 0.5W and 4W

Z,=49.30Q Z,=51.00Q
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LS Crosstalk:

wmzz | WO Lines Effect of Spacing

Simulation Results
0 Spacing = 0.5W to 4W, steps = 0.5W

\

V(U434 1
W(U4-34) 2

(Spacing = 0.5W) Aggressor '
200y Falling Edge
(Spacing = 1W)

Victim Far-End

rrrrrr

Aggressor -240 mV
Rising Edge (Spacing = 1W)

. -420 mV —>
(Spacing = 0.5W)
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e Mitigating Crosstalk

MASTERs 2017

0 Increase space between conductors.

o0 Going from 1W to 3W spacing decreases the far-end
cross talk by 65%.

1 Decrease the length of the coupled region by
avoiding long parallel routes.

0 Bury sensitive lines to internal layers.

0 Add Guard Traces.
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e Ribbon Cable and Crosstalk

MASTERs 2017

WORST @ 0O OO O O

» Large loop areas
« Common impedance
OO O O O (common-mode) coupling
» Crosstalk

© OO0 O 0O 0 0

© OO0 OO0 0O 060 00

* Very small loop areas
* No common-mode coupling
v

* Less crosstalk
BEST [OOOOOOOOOO|

© 2017 Microchip Technology Incorporated. All Rights Reserved.
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MICROCHIP Grounded Guard Trace:
T Multiple Ties (PCB) Model

Aggressor

U R1 L1 L4 AN TL10 2
'4
450 ohms 505 ohms 50.5 ohms 50.5 ohms 505 ohms
0381062 1o itoomn mon oon" 0381062
MLBCLK Stakip Stackup Stackup Stackup il Bt
e Netdp1 NeD! Netn01

Netlp Net0D1

G d R4 mz RS RE TLS R7 RE TL8 R R10 i R11

50.2 ghms 50.2 ohms 50.2 ohms
146 928 ps 0.0 chms 145 628 pe 0.0 ohms: 145 628 ps 0.0 chms 0.0 ohms
ra ‘ :e 1.000 in 1.000 in 1.000in
Stackup Stackup Stackup Stackup
Netdp3 Neitli0 Netf}13 Netl16
U334 R3 i L6 s |
450 ah 50.5 ohms 50.5 ohms 50.5 ohms
i 146,038 ps 146,038 ps 146,038 ps 148,038 ps )
3%3 ngZMLBm i 1.000 in 1.000 in 1.000in 1.000in ﬁfgs[ﬁm_a -
N lﬂElﬁ ' s Stackup Stackup Stackup Stackup N 'EJEJI ]
= Met008 NetDog Net08 Net00& e

Victim
(driven low)
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) Grounded Guard Trace:

MICROCHIP

=== Multiple Ties (PCB) Result

Aqgressor Signal

Voltage (V)
& B e e
o D MR DD RN R DD D RN

FA

33V

crosstalk back
to aggressor

0 vi{u2-33)

Victim Far-End

© 2017 Microchip Technology Incorporated. All Rights Reserved.
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s Grounded Guard Trace:
MASTERs 2017 S u m m ary

o At a minimum ground guard traces at both ends B

0 For best results add as many ground taps as
possible
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M.CQCH.,, Grounding schemes and isolation
MASTERSs 2017 tec h Ni q ues

» Trace routed near board edge

» Return stitching vias near board edge should reduce
board edge radiation (low potential for root cause)

Edge Trace

Via Stitching

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1 Slide 83



e Agenda

MASTERs 2017

1 Design for EMC
0 Circuit Design for EMC
O
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N PCB Connector

MICROCHIP

Isolation

Moat K

- AMN\— O

Q
& & & o8 & & S
= > = g = r =
= 5 = WA 5 = 5 =
o M o M o ® ®
= sl g PwmE|1| 8 " 8
- 2 = —AM\— 2 - % 2

q

Poor Better

—A\NV\
Bead

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1 = Slide 85



e Keeping the Noise Out

MASTERs 2017

o If possible, bond incoming signal shields
and/or filters to chassis not PCB

o0 Provide low-Z path for incoming EMI away from
sensitive circuitry

0 Consider moat isolation on PCB
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e Safe Handling of the
MCU Reset Pin

1 Reset/MCLR Pins

0 Series resistor to limit the amount of current
entering the MCLR pin during ESD/EOS
event

o0 Add diode to VDD for additional ESD
protection, if not performing ICSP™ of the

Cult.
Only when MCLR not used
for programming Vpp

OVDD VDD

o
‘2& 10 ke % 1 kQ ey
AM/—LC1 MCLR/Vpp




S Application Circuit Design for
e EMC (1)

o0 Select the most up to date technology
devices suitable for the task.

o0 Operate at the slowest clock speed
practical to achieve goal.

o0 Reduced Idd transient current peaks and frequency
0 Reduced susceptibility bandwidth to external noise

e

1 Reduced effective emissions bandwidth

o0 The above applies to all devices within
an application!
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S Application Circuit Design for
EMC (2)

1 For device 1/O:

o Terminate all unused inputs

o0 Avoid sharing clocks between devices
o0 Use slew rate control for outputs
0

Use differential signals (CAN, LVDS, ...) wherever
practical

1 Decouple appropriately and adequately, including
all I/0 to RF (chassis) ground if possible

0 Place series resistors at MCU end of all port input
traces that go off board (e.g. keyboard) for ESD
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=

MICROCHIP

MASTERs 2017

Application Firmware:
Immunity Improvement

Debounce input signals

Filter and clamp A/D converter results to
avoid unforeseen out of range issues

Periodically reinitialize SFRs and I/O port
direction and remapping configuration
(Peripheral Pin Select) if supported

Protect critical data

0 Flash vs. EEPROM
0 CRC, parity, ECC or redundancy




MICROCHIP

Immunity Recovery

S Application Firmware:

0 Fill unused Flash with software reset
Instruction

o Populate all unused vectors with reset
address

o Utilize device’s functional safety features:
o Watchdog/Windowed Watchdog Timer

o Uninitialized register, oscillator fail, address &
arithmetic error, uncorrectable Flash ECC error
exceptions

n Class B library

o www.microchip.com/classb
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e Agenda

MASTERs 2017

0 Design for EMC

O

o0 PCB Design for EMC
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<. PCB Layout Objectives

MASTERs 2017

0 Minimize the radiated (differential and common
mode) and conducted emissions:
0 from and within the system/PCB
0 from the I/O and other cables connected to the
system/PCB

0 Isolate sources of noise (internal and external)
from susceptible areas of the system/PCB

A lower level of emissions will tend to also
result in improved immunity

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1



s, Radiation Potential

MASTERs 2017

o0 The radiation potential of a PCB in a system is
a direct function of:

o The trace and cable length (common mode current
flowing on them)

0 The loop area encompassed by the signal and its return
path (differential mode currents on them)

0 The HF spectral content of the signal they are carrying
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N High Threat Signals (1)

MICROCHIP

MASTERs 2017 (EmiSSionS)

o High threat signals have any or all of the following
characteristics

o0 High frequency

n Fast rise and/or fall time

n Large voltage swing

n Large switching currents
o0 The high threat signals should be identified and

iven priority before finalizing power distribution
getworpk (PDXI) 2L

o Signal traces should be kept as short as possible
(to control common mode emissions)

o Signal loop areas should be minimized (to control
ditferential mode emissions)
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N High Threat Signals (2)

MICROCHIP

MASTERs 2017 (EmiSSionS)

o0 Control trace characteristic impedance for all
High Threat signals and terminate appropriately

0  Other points to consider:
o0 The signal harmonic content, not just the fundamental

0 Signal integrity: at high frequencies, even short trace
lengths can effect signal integrity

0 Isolate High Threat signals from sensitive traces/circuit
areas

o0 Keep High Threat signals away from PCB edge and
connectors
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S Highly Threatened Signals

MICROCHIP

(Susceptibility)

0 Signals which are susceptible to E-M noise
include:

o0 Oscillator circuitry/PLL
0 Interrupts

0 Reset/MCLR

[

Any edge sensitive inputs (without a low-Z
tie to either Vdd or Vss)

Any wired-OR signals

o0 Any high impedance source like sensors or
drivers

O
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S . Key Principle for PCB Desjg

MICROCHIP

IASTER: 2017 Success!

o0 Don’t think of ‘ground’ as a place current goes, think
of it in terms of a ‘current return path’ (Kirchhoff’s
Law)!

o0 Consequently, signal return current flowing through
a ‘ground’ plane:

o Contains the same fundamental and harmonics as the signal
0 Responds to all circuit components, real or parasitic, within
the total loop

0 Key principle:

o Always identify and provide a low Z signal return path back to

the signal source
(signal will find the lowest Z return path in any event which

may not be the best for EMC)

Slide 98
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e Guard Traces

MASTERs 2017

0 Guard traces for high threat or highly
threatened signals:

0 Keep total loop area down

0 Help control signal trace impedance

0 Are ideally suited to one and two layer PCBs
o Avoid sharing guard traces with more than

one si?nal trace. Always tie to Vss at each
end (at least, esp. for HF signals)

o Two layer example — no return (Vss) plane

Guard Trace
Signal Trace

Decrease spacing

Vss tie
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e Trace Spacing

MASTERs 2017

o0 The 3-W Rule reduces the impact of high threat
signhals
0 Represents the 70% flux density boundary

0 Removes the need for a guard trace in most
applications

Reference plane
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MICRQO;:HIP The Image Plane

MASTERs 2017

o An image (or reference) plane provides an optimal
return path back to the source for RF currents,
reducing crosstalk and emissions.

o It can be a:
o0 Ground plane
o Power plane
0 Isolated layer
o0 Chassis

o No signal traces should be present on an image plane

o Too many through hole components can destroy the
integrity of an image plane
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wemze  PDIscontinuous Image Plane

0 Placing signal traces within an image plane layer
can introduce large loop areas resulting in a higher
return path impedance (and emissions)

o This applies to the return paths of the signals within
the image plane, and signals in other layers

Single Layer Board Signal Path

Blocking

Traces Image Plane

Layer

Current Return
Path

21112 SIG1 e Slide 102
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e\

MicROCHE PCB Inductance
MASTERs 2017
o Significant source of return path noise
di
Vioise = L Volts
dt

o For atrace above an image plane
L = 0.005 In(2xH/W) uH/in

o0 For a current loop (e.g. power & return/’ground’)
L=L,, *+L -2M (M=mutual inductance)

return

0 Reduce Noise by reducing L
WV H (height above return path) Ly
A W (width of trace) 1 Load

[ )
VI PSS 7 7707

L

return
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o Common Impedance Coupling

MASTERs 2017

o0 Common-impedance (common-mode) coupling:
o0 The unwanted coupling of signals using a shared return path
0 Proportional to the current return path impedance

o Can introduce digital noise into sensitive analog or
interface subsystems

o0 Can cause RF noise to couple onto external ports

o0 Can cause unwanted coupling between signals within a
circuit

o Mitigated by the elimination of the shared return path
(or at least reducing the shared return path impedance)
o Partitioning and use of a single point (lowest Z) return
o0 PCB isolation though techniques like ‘moating’
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N A Common Return:

MICROCHIP

wsez  ANalog in a Digital Environment

Supply =

-— Digital
A V'NL < ‘
Returnmm Yo ‘

-

Analog Supply =

-
A|N

Analog

Analog Returnms
Returns Connected

Poor Scheme
Vin=AnN *-Veu

Better Scheme

1}

Digital

to a Single Point Digital Return s

(power supply lowest  Digital Supply
impedance return point)
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Sensor input

AN



weew  Coupling within a Pi-Filter

MASTERs 2017

Poor

(potential common-mode
and crosstalk coupling )

Best

(all coupling minimized)
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- MCU Oscillator Layout

MASTERs 2017

o Crystal oscillators are potentially both susceptible
and noisy

0 Circuit must be contained close to the device

0 No unrelated trace must run across or close by the oscillator
network(s)

Tie to closest
MCU ground!
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- VCC Decoupling

MASTERs 2017

Tie to power
plane after
decoupling




wewe  Digital/Analog Isolation

MASTERs 2017

0 Common-mode coupling should be avoided by
partitioning (as discussed) and isolation

0 Isolation is easiest to obtain through a technique
referred to as “moating”
o Establish a 50 mil wide “moat” surrounding the area to be isolated
0 Remove copper in moat on all planes

0 Use a single “bridge” to funnel signal & power across a common
return plane

o0 Do not cross the moat with any signal or power traces

o Bridge should be tied to chassis (or lowest Z supply return point) on
both sides

o0 Power trace(s) should be filtered with a ferrite across the bridge
0 Signal traces may also be filtered using a ferrite if necessary
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Moats keep intruders away

www.rfconsult.com =



Moat on the ground plane

www.rfconsult.com =



N Digital/Analog Isolation
Example

o Moat substantially isolates the analog reference plane from digital noise
o Analog Vss and digital Vss should be separated by the moat only if supported

MICROCHIP
MASTERs 2017

by the analog device

o If no signals > 5 kHz need to cross the moat, remove the bridge and tie A ( to

D, With a ferrite

o For multilayer PCBs, apply “20h Rule” on both sides of the moat between power

& return planes

All signals between Analog and Digital sections must only cross via bridge

Bridge ———

Analog

Digital T

© 2017 Microchip Technology Incorporated. All Rights Reserved.
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e Multi-layer PCBs

MASTERs 2017

o Multi-layer boards can significantly help reduce EMC problems if
used correctly. They:
o Reduce signal trace inductance
o0 Reduce total loop areas
o Simplify routing
0 Increase power supply decoupling

o The “20h Rule” reduces RF fringing effects (~70%) by extending
the return (‘ground’) plane beyond power plane by 20 times the
height between them.

o A typical stack for a simple 4-layer PCB is:

:

20h—
! E/Signal 1 (best for high threat signals)
h l — < Return (‘Ground’)
T ' < Power
\Signal 2

Minimize signal plane dielectric height to reduce trace characteristic impedance for better EMC
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MICRQO;:HIP P C B Vi aS

MASTERs 2017 ‘
o PCB vias are inevitable in most designs but act as{ "
impedance discontinuities
0 Minimize use in controlled Z interconnects

0 Via stubs can introduce significant discontinuities for

HF interconnects. For these signals consider the
following:

o Avoid stubs by designing PCB to only using top to bottom layer
vias (or vias between close to top/bottom planes)

0 Use buried (blind) vias, or back drill vias that create stubs

o Avoid crossing return planes with a via. If necessary, provide a
via between return planes to define current return path

91 Via Vias cross return planes!

el NB eferfiexéd
Stub return path

21112 SIG1
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N
MICROCHIP
MASTERs 2017 Open Stub formed by a via

Open Stub!
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MICFIQO;:HIP LaYOUt Hints
For 2-layer PCBs

o Start with a current return (‘ground’) plane then remove area for
signal & power traces

o0 Place highest speed components furthest away from 1/O

0 Keep trace impedance and loop areas down by avoiding through-
hole components whenever possible

0 Use surface mount discrete components and SOIC devices if
possible

o Avoid the use of vias in high threat traces (i.e. route on one layer)

o Do not share buffers in one package between high threat signals
and 1/Os. Always isolate them.

o0 Avoid unnecessary removal of return plane area around 1/O
connectors
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wewe  PCB Design for EMC

MASTERs 2017

Demo-Time!! An analog circuit!

External 12-Bit ADC
Analog Interface connected to a very stable
strain gauge load cell.

The MCU controls handles
the converted ADC data and
sends to PC through USB.

Microcontroller

i The converted ADC value is
USB Circuit sent to PC & displayed on a
histogram.

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1
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e Application Example ..

MASTERs 2017 Bk
ric
MCP3201 = 12-Bit A/D SAR Converter (100ksps) e

MCP6022 = CMOS, low noise, dual op amp

MCP1525 = 2.5V 1% Voltage Reference 9

v MCP1703 = 5V 0.4% Voltage Regulator

DD —
(In-Amp does not amplify input offset) VDD
Two op-amp Instrumentation Amplifier T—j_— MCP
| Linear P/S have | I 1703 I
MCP1525 /RZ RG R1 =100 a good rejection
—AA— A R2 = 178 kQ +5V
25V R1 R; =4.3 kQ Linear
Reference ¢ M G(;in = 86.5 P/S
J_ R2’ B
= —W— 0
AN
VDD g
- SCLK| —
/ pouT] &
MCP602 MCP3201 ©
12-Bit ADC| CS (‘3
+,/ B Gate E
Load J_ Wheatstone Bridge

Cell Strain Gauge
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S Application Board #1

MICROCHIP

i a0t (top side)

LinearDC - - - -
Supply USB Circuit

Through-Hole

Components
VRSS!
B °
Ibmsﬂln—/o '
Voltage ———
Reference
Off-board . b
road ¢l -- ' j PIC16F18325
o ﬁ\
—

ICROCHIP @
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S Application Board #1

MICROCHIP

(bottom side)

Ground
Network

B Ground
(L Network
m

-
! S O N
(c)
0 ¢ &

e

=H-N-
(C
80886
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e App Board #1 Test Results

MASTERs 2017

Code Width of Noise =6
(Total samples = 1024)

* Is this good enough?

« Could you write an
averaging routine and be
okay with the results?

 What if the application
required more accuracy?

© 2017 Microchip Technology Incorporated. All Rights Reserved.

Histogram El
450 450
400 400
250 as0
300 300
250 a5n
200 200
150 150
100 100

) l I — .
i -0
2285 2296 2297 2298 2249 2300
— Span Control — Skatistics
i+ Automatic Span Adjust Ih'lin Code = 2295
" Span Locked [Max Code = 2300
bin Code
MasCode [ |  [5pan=6
IHam = 2298
Std Dew = 0.90

21112 SIG1
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e D Noise Sources and Solutions

MASTERs 2017

1 Power and Return Paths

Source: 50 Hz or 60 Hz line noise
Solution: Use more and better suited
bypass capacitors

Source: Impedance and path loops issues
Solution: Reference plane
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e D Noise Sources and Solutions

MASTERs 2017

0 Signal Paths

Source: Digital switching noise USB & MCU

Source: Noise generated by previous
devices in chain

Solution: Low-pass filter to ADC




S Bypass Capacitor Selection:

MICROCHIP

MASTERs 2017 AID Converter Example

o0 Objective: Bring the noise to within + 1/4 LSB (0.61 mV)

0 Assume: Power supply =5V + 20 mV (all white noise)
0 PSRR =20 log,,(ASignal/AVdd) = - 30.3 dB
o0 Design bypass network to filter > 1 MHz

12-bit A/D Converter Capacitor Response

a 1M Iil\ 1nf
_ -20 < 100k Pt Ceramic 0.01uf
m 30 2 10k Xl\ Ceramic
o -40 : © NS
E o) 1k i

o S
o’ -60 ' Q 100 nw
7 ! — N
o 80 ! g 10 — 1puf N =

\i{ 1 —| Tantalum \!\._
1k 10k 100k 1M 10M 100 1k 10k 100k 1M 10M

Noise Frequency (Hz) Frequency (Hz)
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- Low-Pass Filter Missing

MASTERs 2017

Sallen-Key Low-Pass Filter

« Unity gain configuration
* Provides anti-aliasing filtering

2nd order
Low-Pass Filter

( Co

R9 ‘ R10 h,

Cgl MCP6022 ADC




N Noise Reduction with

MICROCHIP

MASTERSs 2017 LOW Pass Analog Filter

Noise
Bandwidth of
Instrumentation

/ Amp

0dB

20d8f / : -
Noise Eliminated b
40 dB | 2nd Order Filter

60dB |

80 dB
10 Hz 1 kHz 100 kHz 10 MHz

- ldeal SNR for a 12-bit A/D = (6.02 x 12) + 1.76 db = 74 dB
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e Application Example ..

MASTERs 2017

i

Brick
Added MCP6022 as a 2" order low-pass filter e

Several more bypass caps near IC Vdd pins

Ground reference plane under the analog section 9

Reduced the in-amp resistor values

Two op-amp Voo “I:
I Instrumentation Amplifier T MCP I
MCP1525 R2 Rg MR
MA— My R2 = 30 kQ 2nd Ol’der +5V
re ¥ R:=430Q  Low Pass Filter
eference ¢ Gain =144 [ \
J_ R2’ C10 ]
= I Te)
{5 = >
sck| &
pouT| &
MCP3201 ©
12-BitADC| CS (‘3
o
Load J_ Wheatstone Bridge

Strain Gauge
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S Application Board #2

MICROCHIP

s ot (top side)

N @

T.
b C1

}.lT 51

MICROCHIP = '

Mcl)ore and better:uited 2nd order Better IC placement
ypass capacitors low-pass filter allows for
(still thru-hole) better routing
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S Application Board #2

MICROCHIP

(bottom side)

Single point Ov connection

Better IC placement

reference plane flooding
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e App Board #2 Test Results

MASTERs 2017

Code Width
of Noise =1

(total samples = 1024)

© 2017 Microchip Technology Incorporated. All Rights Reserved.
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N Additional Design

MICROCHIP

MASTERs 2017 ConSiderations

0 Place bypass caps close to power
pins
0 Keep reference planes uninterrupted.

Run traces around the reference
planes

0 Use low-noise devices

n Consider component values in order
to reduce thermal noise




wewe  PCB Design for EMC

MASTERs 2017

Demo #2: Adding some digital features!

LED
Displays

Analog Interface

Motor

Microcontroller i
Driver

BackLight
Voltage
Doubler

USB Circuit
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MICROCHIP
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Digital Section Schematic
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S Design Rules of

MICROCHIP

Thumb Applied

0 Digital Design Rules
0 Use bypass capacitors for each IC

1 Use a diode on motor drive for back-EMF
1 DON’T modify the analog circuit

0 Board Layout Rules
o0 Keep bypass capacitors near IC

0 Keep supply traces short
o0 Make supply traces wider

0 Avoid cuts in the reference plane




N First Pass Multi-Function

MICROCHIP
wemzr  swicning  APP Board Layout
Supply
Top Slde) PIC16F18325
USB - ._: I. 5 | 74 ' ' = =_!' 1:.2 . : 1:- ® O Motor
Circuit “lar—h\ N _ ol Pz .- rf..;.|l Driver
Voltage
o Doubler
Jlo m“_' ngi'if b= 140
Offboard _hbisiaisisalad ™l
Load Cell R 12-Bit ADC
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N First Pass Multi-Function

MICROCHIP

App Board Layout

Ground .
Network (bottom side)

Analog
reference
plane
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MICRQO;:HIP MUIti-FunCtion
wer  APP Board #3 Test Results

3 RN Code Width
O I " of Noise = 44

230 =i total samples = 1024
e 20 DS SURR LR LR

-
2 10 _ USRS RIS R
0 | Il—|l|:|l|:|l : ll:ll:.lulﬂl H W | "H IHIHII_H_'D'_

2960 2970 2980 2990
Output Code of 12-bit A/D Converter
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e DENIAL!!

MASTERs 2017

| didn’t touch the analog section,
IT IS NOT MY FAULT!
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. Second Pass on Design

MASTERs 2017

0 Apply a more systematic approach
to the PCB design

- |dentify the noise sources
- |ldentify the noise pathways
- Contain noise and minimize coupling

- Develop a Power Distribution Network
(PDN) for both the supply and the
return networks




- Identify the Noise Sources

MASTERs 2017

0 Internal noise sources

0 Switching noise generated by fast rise time
signals

0 Switching noise generated by high
voltage/current switching

1 External noise sources

0 Externally generated Electro-Magnetic
Interference or EMI

o May be radiated or conducted into the
application




MICROCHIP

MASTERs 2017

Digital Section Schematic
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- Identifying Noise Pathways

MASTERs 2017

o0 Pathways for Conducted Noise

0 Power and Return currents interacting with the trace
resistance and inductance

0 External wires can transport noise

o0 Pathways for Radiated Noise

0 Crosstalk: capacitively coupled fast rise time signals in
close proximity

o Magnetically coupled from high current signals in close
proximity, or through a ferrous material

o Traces acting as Antennas for incoming RFlI

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1



MICFIQO;:HIP Map OUt d POWGI’
Distribution Network

o0 Draw the sections of the design and
add the connections

1 Considers the circuit as a whole
1 Isolates the noise sources
0 Restricts the noise pathways




wessere Mapping Out the Plan

MASTERs 2017

0 Multipoint Plan

12VDC
Linear

Motor
Driver

MCU oV
SMPS

LED
Display

USB
Driver

Analog
Circuit
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wessere Mapping Out the Plan

MASTERs 2017

0 Single-Point Plan

12VDC
Linear

Motor
Driver

MCU oV
SMPS

LED
Display

USB
Driver

Analog
Circuit
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wessere Mapping Out the Plan

MASTERs 2017

o0 Modified Single-Point Plan

12VDC
Linear

Motor
Driver

MCU oV
SMPS

LED
Display

USB
Driver

Analog 5V
Circuit Linear
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<. Re-layout the Board

MASTERs 2017

0 Layout the board using the plan
o Think about isolation when placing circuits

o Think about how to route supply power and
return for each section

1 Remember to isolate sensitive signals from
fast-switching and high current signals

1 Remember which traces have to be wide
1 Remember which traces have to be short




e\ Placement of

MICROCHIP

MASTERs 2017 Power DiStribUtion

Wide traces for Low-Z
Power Routing

12V
Supply
Network Moved SMPS
to accommodate
. PDN
5V Linear
Supply
Network
for
Analog 5V SMPS

Network
for

’:’ ’:’ ’:' ’:’ Digital
OO, 0.0, i o
.
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e\ Placement of

MICROCHIP

wemzr  Return (GND) Distribution
0 5 S = et = 0 Single point

return
connection

Kept traces
wider when
they need to

be routed Added many

more
reference
planes

Uninterrupted
analog reference
plane

04-219-0572-RD
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S Application Board #4

MICROCHIP

i a0t (top side)

No digital signals
pass through
analog area

\ | ANV . Digital signals
peug |, it (gL routed away from

MICROCHIP ="l |1 B2 analog reference

“Quiet” analog plane

input area

I'l | I'l I'l
. l_l LI .|
®

02-219-0572-RD
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S Mixed Signal

MICROCHIP

wezr  App Board #4 Test Results

1100
1000
900

800
700 Code Width

of Noise =1

600
500
400
300
200
100

(total samples
=1024)

Number of Occurrences

2940 2941 2942
Output Code of 12-bit A/D Converter
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Mlc:%\cmp Ag e n d d

MASTERs 2017

0 What is ‘EMC’ and Why We Care About It

o Characteristics, Quantification and
Radiation Modes of Electrical Noise

o0 Noise Path Control
n Signal Integrity

0 Design for EMC
o Circuit Design for EMC
n PCB Design for EMC

0 Real-Life EMC ‘uh-ohs’!
o EMC Guideline Summary (reference)
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N Power Noise Issue:

MICROCHIP

MASTERSs 2017 ReprOduce Failure

« Simplify noise source for repeatability and ease of testing

S .'; "

ucorIRsistor
Network
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N Radiated Emissions Issue:

MICROCHIP

Overview

» ‘Blackbox’ module with radiated emissions
failures
- Investigate potential radiators
- Examine power distribution network
» Review layer stack-up
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N Radiated Emissions Issue:

MICROCHIP

Potential Radiators

» Trace routed near board edge

» Return stitching vias near board edge should reduce
board edge radiation (low potential for root cause)

Edge Trace
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N Radiated Emissions Issue:
i s PDN

» Poor placement of decoupling capacitors
(potential root cause)
» Long loop path (red) — higher inductance

» Added closer lower value decoupling
» Shorter loop path (blue) — lower inductance

| ——
L \#}'
s X ' A E,
4 -

Original
Decoupling Cap

Additional
Decoupling Cap
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N Radiated Emissions Issue:

MICROCHIP

Layer Stack-Up

» Four layer board (3 signal, 1 ground)
(potential root cause)
» No dedicated power planes (narrow traces only)
» Return plane split to accommodate signal routing

» Added power/ground planes (copper tape)

. Lowered PDN impedance

© 2017 Microchip Technology Incorporated. All Rights Reserved. 21112 SIG1
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N Radiated Emissions Issue:

MICROCHIP

MASTERs 2017 Re s u I ts

35T

Before Mods

(Failing) \

3 L

LS

SPR25v2.0:C5 ALSE NP

(@)

2._

sy

201

MaxPeak in dBuV/m

: nu.wm

After Mods

(Passing)

-157

20} Up to 20 dBuV/m improvement!

-25 t t t t t t t t t t t t t 1

200 300 400 500 600 700 800 900 1000
Frequency in MHz
No Mods Full Mods CISPR25v2.0-C5 ALSE NP
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e Agenda

MASTERs 2017

[

10 EMC Guideline Summary
(reference material)
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Mlc‘ns\o;:HlP EMC Guidelines

MASTERs 2017

0 Use following guidelines to assist debug of
common EMC problems.

0 Includes:
0 Determining whether issue is radiated or conducted

0 Common application noise victims and sources
o Application problem checklists
0 EMC and Sl reference materials
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e Radiated or Conducted?

MASTERs 2017

1 Most likely a combination of both but:

n Likely to be predominately conducted if
problem frequencies < 30 MHz

o Likely to be predominately radiated from
cables/traces if problem frequencies
between 30 MHz and 300 MHz

o Likely to be predominately radiated from
seams and cables if problem
frequencies > 300 MHz
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wsee  Application Noise Victims

MASTERs 2017

0 Power supplies

o Primary noise path into more sensitive areas for conducted EFT
susceptibility problems

1  Oscillator

o Can be highly susceptible. Spikes generate bad (timing violation)
clocks within VLSI device

0 Reset
o0 Noise generates false or invalid (timing violation) resets

0 Interrupts
o False (or ghost) interrupts can cause problems in some RT
systems. Good S/W should be able to cope though
o Analog inputs

o Inherently susceptible to noise. Usually transient errors which good
S/W should be able to filter. In some cases, DC rectification can
generate severe offsets, resulting in operational problems
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e Application Noise Sources

MASTERs 2017

o Power supply loop
o Big radiator if decoupling cap loop not small

0 Oscillator

o Oscillator loop can radiate but often the phase shift caps current
return loop is the worst offender if not constrained

0 Clocks

o Main “source of all RF evil” in most systems! Clocks MUST be as
direct as possible with an identified return path close by

0 Buses

o Due to their length, buses are next worst offenders. High order
address usually fairly quiet. Watch out for ‘ground’ bounce (loop
resonance) and clock noise coupling to (long) bus lines

o0 High speed peripherals (e.g. SPI)

o Falls into same category as clocks, just more easily (and often)
ignored!

n  Clock cross coupling
o Clock noise can easily couple to other signals and I/O signals
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S Application Problem Checklist

MICROCHIP
MASTERs 2017 ( 1 )

o Check Oscillator Layout
v Is oscillator component loop area small (close as possible to MCU)?

v"Is current return path to V4g for osc. phase shift caps as direct as
possible?

v" No signals must be allowed to pass between oscillator pins or
components

v" Using OSC2 to drive another device should be avoided but if
necessary, is the trace guarded?

n  Check PCB power and return routing
v Are all HF decoupling loops as small as possible?
Are the right size/type of caps being used to decouple?
|s the PCB power partitioned correctly to provide adequate isolation?

Does the application contain/drive any high threat noise sources (e.g.
relays)? If so, are there any potential common-mode problems?

AN NN

B EMI & EMS issue B EMI issue Bl EMS issue
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S Application Problem Checklist

MICROCHIP
MASTERs 2017 (2 )

0 Check RESET & INTERRUPT circuitry
v" Are pull-ups too large (susceptible)? Are pull-ups too low
(noise path)?
v Are the pull-ups connected directly to MCU Vdd?
Are any filter or delay caps tied directly to MCU Vss?

v Are reset or interrupt traces long? If necessary, are they
guarded?

v" Do reset or interrupts end up at an 1/O connector? If so are
they correctly filtered?

(\

B EMI & EMS issue B EMI issue Bl EMS issue
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S Application Problem Checklist

MICROCHIP
MASTERs 2017 ( 3 )

o Check PCB/system I/O
v Is I/O section adequately isolated?
Are I/O signals adequately/correctly decoupled?
Do any high-speed signals pass near or through 1/O connector(s)?

If any of the outputs are high frequency, has slew rate been limited? Is 1/O
connector type, pinout and connectivity such that good cable shielding is
possible?

v" Could any I/O exceed MCU Vin max. spec limit? If so, is it adequately
current limited and filtered?

v Are any analog signals adequately isolated and filtered?

ASRNIRN

0 Check system grounding
v Are application sub-systems correctly referenced off board?
v If shielded cable is being used, is it correctly terminated?

v If used, is line power adequately filtered? Is filter correctly located and
noise return path identified and isolated?

B EMI & EMS issue B EMI issue Bl EMS issue
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e Common EMC Standards

MASTERs 2017

1 Conducted emission

o IEC 61000-3-2/3, EN55022: line power disturbance
n FCC Part 15

1 Radiated emission
1 |IEC 61000-4-3
1 CISPR-11
1 FCC Part 15

0 Conducted susceptibility

o0 IEC 61000-4-4: EFT (electrical fast transients)
o IEC 61000-4-5: lightning

0 Further information available at:

http://en.wikipedia.org/wiki/List of EMC directives
http://www.hottconsultants.com/requlations.html
http://www.cvel.clemson.edu/auto/auto_emc_standards.html
http://www.cvel.clemson.edu/emc/tutorials/commercial emc standards.html

O o o O
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e What is FCC ‘Part 15’2

MASTERs 2017

O Ele:i;gqsst)o Part 15 of Title 47 of the Code of Federal Regulations (47

0 Focus on emissions (radiated and conducted)

o “Any intentional or unintentional radiator (device or system2 that generates
and uses timing pulses at a rate in excess of 9000 pulses (cycles) per

second and uses digital techniques.......

O é ptlies to any such product to be advertised or sold within the United
ates

0 Defines 2 classes with multiple subparts:

o Class A: marketed for use in commercial, industrial or business
environments

o Class B: marketed for use in residential environment, but includes use in
commercial industrial or business environments

Reference: . .
https://www.fcc.gov/bureaus/oet/info/documents/bulletins/oet62/oet62rev.pdf

OET Bulletin 62 “Understanding FCC Regulations for Computers and
other Digital Devices”
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e D EMC/SI References

MASTERs 2017

0 Reference Books

0 High-Speed Digital Design: A Handbook of Black Magic,
Howard Johnson and Martin Graham, Prentice Hall, 1993.

0 Noise Reduction Techniques in Electronic Systems, (2nd Ed.),
Henry Ott, John Wiley, N.Y., 1998.

0 EMC at the Component and PCB Level,
Martin O’Hara, Newnes, 1998.

o EMC and the Printed Circuit Board,
Mark Montrose, IEEE Press, 1998.

o The RF Capacitor Handbook,
from American Technical Ceramics Inc.

o The Circuit Designer’'s Companion, by Tim Williams.

0 Reference Data for Engineers, 7th edition
Edward C. Jordan, Editor in chief.

o ABC'’s of Transformers & Coils,by Edward J. Bukstein.
o Signal and Power Integrity — Simplified, by Eric Bogatin

21112 SIG1
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e D EMC/SI References

MASTERs 2017

o Application Notes

o TB3013 — Using the ESD Parasitic Diodes on Mixed Signal
Microcontrollers

o TB3121 — Conducted and Radiated Emissions on 8-bit Mid-Range
Microcontrollers

0 AN823 — Analog Design in a Digital World Using Mixed Signal Controllers
o AN949 — Making Your Oscillator Work

0 AN1778 — Class B Safety Software Library for PIC® MCUs and dsPIC®
DSCs

o AN1779 — Class B Safety Software Library for 8-bit PIC16 MCUs
o0 AN1785 — ESD and EOS, Causes, Differences and Prevention

o AN1817 — Using a Hardware or Software CRC with enhanced core
microcontrollers

o AN1848 — 8-bit PIC MCU Safety Manual

o DS50002178 — Compiler Functional Safety Manual

21112 SIG1
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e D EMC/SI References

MASTERs 2017

o Application Notes

o TB3013 — Using the ESD Parasitic Diodes on Mixed Signal
Microcontrollers

o TB3121 — Conducted and Radiated Emissions on 8-bit Mid-Range
Microcontrollers

o AN823 — Analog Design in a Digital World Using Mixed Signal Controllers
o AN949 — Making Your Oscillator Work

o AN1778 — Class B Safety Software Library for PIC® MCUs and dsPIC®
DSCs

o  AN1779 — Class B Safety Software Library for 8-bit PIC16 MCUs
o AN1785 — ESD and EOS, Causes, Differences and Prevention

o  AN1817 — Using a Hardware or Software CRC with enhanced core
microcontrollers

o AN1848 — 8-bit PIC MCU Safety Manual
o  DS50002178 — Compiler Functional Safety Manual
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MICROCHIP .
MASTERSs 2017 Questlons?

RF Consult GmbH

Am Gasteig 3
D- 83737 Irschenberg
Germany
Tel.: 08025 99 5000

Email: contact@rfconsult.com

www.rfconsult.com
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e LEGAL NOTICE
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SOFTWARE:

You may use Microchip software exclusively with Microchip products. Further, use of Microchip software is subject to the copyright notices, disclaimers, and any license
terms accompanying such software, whether set forth at the install of each program or posted in a header or text file.

Notwithstanding the above, certain components of software offered by Microchip and 3 parties may be covered by “open source” software licenses — which include
licenses that require that the distributor make the software available in source code format. To the extent required by such open source software licenses, the terms of
such license will govern.

NOTICE & DISCLAIMER:

These materials and accompanying information (including, for example, any software, and references to 3 party companies and 3" party websites) are for informational
purposes only and provided “AS IS.” Microchip assumes no responsibility for statements made by 3 party companies, or materials or information that such 3 parties
may provide.

MICROCHIP DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, OR STATUTORY, INCLUDING ANY IMPLIED WARRANTIES OF NONINFRINGEMENT,
MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY DIRECT OR INDIRECT, SPECIAL,
PUNITIVE, INCIDENTAL, OR CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND RELATED TO THESE MATERIALS OR ACCOMPANYING
INFORMATION PROVIDED TO YOU BY MICROCHIP OR OTHER THIRD PARTIES, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE POSSIBLITY OF SUCH
DAMAGES OR THE DAMAGES ARE FORESEEABLE. PLEASE BE AWARE THAT IMPLEMENTATION OF INTELLECTUAL PROPERTY PRESENTED HERE MAY
REQUIRE A LICENSE FROM THIRD PARTIES.

TRADEMARKS:

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BeaconThings, BitCloud, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR,
Heldo, JukeBlox, KEELOQ, KEELOQ logo, Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB, OptoLyzer, PIC,
picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, RightTouch, SAM-BA, SpyNIC, SST, SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are
registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom, chipKIT, chipKIT logo, CodeGuard, CryptoAuthentication,
CryptoCompanion, CryptoController, dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming, ICSP, Inter-Chip
Connectivity, JitterBlocker, KleerNet, KleerNet logo, Mindi, MiWi, motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PureSilicon, QMatrix, RightTouch logo, REAL ICE, Ripple Blocker, SAM-ICE, Serial Quad /O, SMART-I.S., SQl,
SuperSwitcher, SuperSwitcher Il, Total Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are trademarks of Microchip
Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestlC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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